FireEye Cybersecurity Services for Counties Rev. 8/28/19

Cybersecurity Services Agreement

This Agreement between the Indiana Secretary of State (“The State”), Carahsoft
Technology Corp., FircEyc, Inc., and FireEye, Inc., DBA “Mandiant” (“The Contractors™)
and County (“The County”) is entered pursuant to the following

terms and conditions.

Whereas, Securing state and county election infrastructure including associated information
technology systems and networks is a matter of great public importance.

Whereas, The State has undertaken to secure an array of coordinated cyber and IT security
services provided by The Contractors, available to The County pursuant to This Agreement.

Whereas, terms of IT and cyber security services available to The County from FircEye, Inc.,
are provided in Attachment A, a procurement by The State, funding for which has been
provided by 2018 HAVA Election Security Grant Funds.

Whereas, The State has contracted for certain quantity of IT and cyber security Incident
Response Services from FireEye, Inc., DBA “Mandiant” as provided in Attachment B,
funding for which has been provided by 2018 HAVA Election Security Grant Funds.

Whereas, The State will endeavor to make Incident Response Services available to The
County on application, based on priority, severity of need, and resource availability, at the sole

discretion of The State.

Whereas, neither The State nor The Contractors will levy or assess any charge on The
County for services detailed in Attachment A. Optional Utilization of Incident Response
Services by The County may obligate The County to incidental expenses as detailed in
Attachment B,

Whereas, The County acknowledges that in order to fully benefit from the services detailed in
This Agreement, cooperation, coordination, effort, and optional incidental expenses on the part

of The County will be required.

Whereas, the period of time services detailed in Attachment A and optional services detailed in
Attachment B will be available to The County pursuant to This Agreement will be limited to
the term of the agreement between The State and The Contractors, such term beginning
approximately September 1, 2019 and ending December 31, 2022.

1. Responsibilities of The County. Specific responsibilities of The County are detailed in
Attachment C.

2. Responsibilities of The State. Specific responsibilities of The State are detailed in
Attachment D.
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3. Term. This Agreement shall commence on the date approved by the last signatory and shall
end on December 31, 2022.

4. Definitions.

5. Confidential Non Public Infrastructure Security Information and Trade Secrets.

The County acknowledges that pursuant to This Agreement, The State may provide or produce
information designated as “Non Public Infrastructure Security Information” and The
Contractors may provide or produce information designated as “Trade Secret”. The County
acknowledges and agrees that information designated as “Non Public Infrastructure Security
Information” or “Trade Secret” received pursuant to This Agreement will be handled and
maintained in a secure and confidential manner and in accord with the Indiana Public Records
Act (IC 5-14-3) not provided to third parties or made available for public access without written
authorization from The State or The Contractors as applicable.

6. Federal Funding; Audits; Maintenance of Records. The County and its contractors, if any,
shall maintain all books, documents, papers, accounting records, and other evidence pertaining to
services received under This Agreement. The County acknowledges that it may be required to
submit to federal or state audit of services received or funds paid on its behalf. If it is determined
that The County is a “sub recipient”, and if required by applicable provisions of 2 CF.R. 200
(Uniform Administrative Requirements, Cost Principles, and Audit Requirements), The County
shall submit to a financial and compliance audit, which complies with 2 C.F.R. 200.500 ef seq.

7. HIPAA Compliance. If This Agreement involves services, activities or products subject to
the Health Insurance Portability and Accountability Act of 1996 (HIPAA), The County
covenants that it will appropriately safeguard Protected Health Information (defined in 45 CFR
160.103), and agrees that it is subject to, and shall comply with, the provisions of 45 CFR 164
Subpart E regarding use and disclosure of Protected Health Information. '

8. Other Federailly Required Contract Provisions. Services provided The County pursuant to
This Agreement will be paid for using federal funds. The County acknowledges it may be
responsible for compliance with requirements imposed by the federal government such as those
set forth in Attachment E. The County will determine its need to comply with federal contract
provisions.

9. Assignment; Successors. The County binds its successors and assignees to all the terms and
conditions of This Agreement.

10. Assignment of Antitrust Claims. As part of the consideration for This Agreement, The
County assigns to The State all right, title and interest in and to any claims The County may
acquire, under state or federal antitrust laws relating to the products or services which are the
subject of this This Agreement.
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10. Changes in Services. The County will not order, commence or bind The State or The
Contractors to any additional services, work or expenses, or change the scope of the services
provided under This Agreement without written authorization by The State. The County shall
make no claim for associated expenses or effort in the absence of a prior written approval and
amendment executed by all signatories hereto. This Agreement may only be amended,
supplemented or modified by a written document executed in the same manner as This

Agreement.

11. Funding Cancellation When The State or the Director of the State Budget Agency makes a
written determination that funds are not appropriated or otherwise available to support
continuation of performance of This Agreement, This Agreement shall be canceled. A
determination by the Director of State Budget Agency that funds are not available or otherwise
appropriated to support continuation of performance shall be final and conclusive.

12. Governing Law. This Agreement shall be governed, construed, and enforced in
accordance with the laws of the State of Indiana, without regard fo its conflict of laws rules. Suit,

if any, must be brought in the State of Indiana.

13. Indemnification. The County and The State shall each be solely responsible for their own
acts or omissions or acts or omissions of their employees, officials, agents or contractors. Each of
the parties to This Agreement is a governmental entity for the purposes of the Indiana Tort
Claims Act (“ITCA”), IC 34-13-3 et seq. Accordingly, neither party shall be required to
indemnify the other, and each party shall bear its own risk of loss in connection with This

Agreement.

14. Insurance. The State is prohibited by IC § 4-13-1-17(a) from purchasing insurance to
cover loss or damage to property and is prohibited by IC § 34-13-3-20(c) from purchasing
insurance to cover the liability of The State or its employees. The County shall keep in force
during the period of This Agreement such insurance as it deems necessary to protect its interests.

15. Merger & Modificatien. This Agreement constitutes the entire agreement between the
parties. No understandings, agreements, or representations, oral or written, not specified within
This Agreement will be valid provisions of This Agreement. This Agreement may not be
modified, supplemented, or amended, except by written agreement signed by all necessary

parties.

16. Natice to Parties. Whenever any notice, statement or other communication is required
pursuant to This Agreement, it will be sent by first class U.S. mail service or established
commercial courier service to the following addresses, unless otherwise specifically advised,
Note: See Attachment C “Respounsibilities of the County” for notification of IT technical
issues, security incidents, or for customer support.
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A. Notices to The State shall be sent to:

Jerold Bonnet, General Counsel

Office of the Indiana Secretary of State
200 W. Washington St. Room 201
Indianapolis, IN 46204

B. Notices to The County shall be sent to:

17. Order of Precedence; Incorporation by Reference. Any inconsistency or ambiguity in
This Agreement shall be resolved by giving precedence in the following order: (1) This
Agreement, (2) attachments prepared by The State, (3) attachments prepared by The
Contractors. All attachments, and all documents referred to in this paragraph, are hereby
incorporated fully by reference.

18. Severability. The invalidity of any section, subsection, clause or provision of This
Agreement shall not affect the validity of the remaining sections, subsections, clauses or
provisions of This Agreement,

19. Termination for Convenience. This Agreement may be terminated, in whole or in part,
by The State, which for the purpose of this paragraph shall include IDOA and the State Budget
Agency, whenever, for any reason, The State determines that such termination is in its best
interest. For the purposes of this paragraph, the parties stipulate and agree that IDOA shall be
deemed to be a party to This Agreement with authority to termninate the same for convenience
when such termination is determined by the Commissioner of IDOA to be in the best interests of
the State.

21. No Warranties. With respect to This Agreement and services provided by The
Contractors, The State makes no warranties of any kind, The State disclaims responsibility for
any representations or any watranties express or implied made by The Centractors or contained
in any part of This Agreement or attachments hereto.

22. Waiver of Rights. No right or responsibility conferred on either party under This
Agreement shall be deemed waived, and no breach of This Agreement excused, unless such
waiver is in writing and signed by the party ¢claimed to have waived such right. Neither The
State’s review, approval ‘or acceptance of, nor payment for, services provided pursuant to This
Agreement shall be construed to operate as a waiver of any rights or responsibilities under This
Agreement.

11. Authority to Bind Contractor. The signatory for The County represents that he/she has
been duly authorized to execute This Agreement on behalf of The County and has obtained all
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necessary or applicable approvals to make This Agreement fully binding upon The County
when his/her signature is affixed, and accepted by The State.

The remainder of this page is intentionally blank.
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Non-Coliusion and Acceptance

The undersigned attests, subject to the penalties for perjury, that the undersigned is The County
or other party to This Agreement, or that the undersigned is the properly authorized
representative, agent, member or officer of The County or other party to This

Agreement. Further, to the undersigned’s knowledge, neither the undersigned nor any other
member, employee, representative, agent or officer of The County, directly or indirectly, has
entered into or been offered any sum of money or other consideration for the execution of This
Agreement ather than that which appears upon the face hereof. Furthermore, if the
undersigned has knowledge that a state officer, employee, or special state appointee, as
those terms are defined in IC § 4-2-6-1, has a financial interest in This Agreement, The
County or other party attests to compliance with the disclosure requirements in IC § 4-2-6-
10.5.

In Witness Whereof, The County and The State have, through their duly authorized
representatives, entered into This Agreement. The parties, having read and understood the
foregoing terms of This Agreement do by their respective signatures dated below agree to the
terms thereof,

\) Y= County [The Contractor]
By: Beud Ar\ﬁwg Yo Peas et Uine Qo Commitasnass

B fomre

Name and Title, Printed

Date: \dL-10-o\n

Indiana Secretary of State [The State]

By:
Brandon Clifton, Deputy Secretary of State

Date:

List of Attachments:

Attachment A — IT and Cyber Security Services SOW - FireEye Inc. SOW
Attachmeat B ~Incident Response Services SOW- FireEye, Inc., DBA “Mandiant”
Attachment C — Responsibilities of The County

Attachment D — Responsibilities of The State

Attachment E — Federal Funds Recipient Requirements
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Attachment A
IT and Cyber Security Services available to Counties

STATEMENT OF WORK ~ US DEPLOYMENT

This Statemeni of Work ("SOW") is effective a5 of the date of Customer's purchase order

to the applicable

reseller/distributer: Carahsoft Technology Corp. (“Carahsaft’), for the services described in this SOW ("SOW Effective Date”).
FireEye, Inc., ["Firekye") will provide the Services desoribeed in this SOW to the INDIANA SECRETARY OF STATE (*Customer*}.
This SOW 12 governed by the Carahsoft - Customer agreement and the Carahsoft-FlreEye Distributor Agreement; (he latter

incorporating terms at hitos //wwew fireseve com/comoany/iegal for the applicable FireEye Offerings specified In the above-

referanced Customer Carahsoft purchase order.

1  DESCRIFTION OF SERVICES:

FireEye will plan, deploy, and integrate the proposed FireEye Security solution to the 92 in-scope State of Indiana County
Election: Office nelwarks according to FireEye's best practices mathadology designed o schieve the best use of the

technology. The proposed solution consists of:

FireEye Central Manager (one cloud management instante across all Counly Office netwarks)
FireEye EndPoint Security (one cloyd management console instance across ail County DFice networks with local

software agents deplayed on endpeints within pach County Office netwaork)

FireEye Nelwork Security {one physical appliance per County Office network)}
{Optianai] FireEye Email Threat Prevention (one cloud manapement instance across all County Office networks

vith 0365 integration for each County Office email domain}
FireEye Managed Defense Service (sbove systems will be provisloned for FireEye Managed Defense Sérvice to

provide on-going advanced threat protection for County Office networks|.
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This profect wlll consist of the following activitles:
Project Management
During Deployment:

*  FireEye will provide a designated Project Manager for the duratlon of the Installation through the Planning and
Deslgn, tnstallation and Configuration, Configuration and Deployment Testing, and Knowledge Transfer and
Operational Handoff phases. The FireEye Project Manager will function as 3 single point of cantact for the Firetye
deployment team and will work closely with the Customer Project Manager to schedule and maniage the
deployment,

Post Deployment.

* FireEye will provide » designated Projsct Manager for the duration of the SOW following the phases listed above.
The FireEye Project Manager will coordinate with the Customer and provide project oversight to help ensure
deliverables meet mutually agreed timeilnes and SOW specificatlons.

Planning and Daslgh
FlreEye will participate in planning to cover the fallowing:
*  Review program objectives, high-level list of activities, and milestanes
¢ Develop detailed project pian listing the activities, dependencies, duration and resources for the deployment
activities
*  Review County Office network erchitecture diagrams, change control procesees, other business processes, and
security goals to determine the approprlate design and configuration plan for the FireEyve salution
»  Develop policy to be applied across all FireEve Endpoint Security agents and reach agreement on the policy
with Customer .
«  Develap comman configuration to be applied for each FireEye Network Security appliance and reach
agreement on the configuration with Customer
+  Develop conliguration to be applied for the FireEye Email Sgcurity salution
*  Work with Customner PM to gather information froin each Counity Office needed for planning esch deployment
*  Workwith Customer PM to plan the deployment far each County Office

Installation and Configuration

To ensure successful Installation and configuration, Firetye will assist Customer's EOC with the deployment of the FireEye
solution companents in their networks, The installation wiil consist of an initial set up approximately eight pilot Caunty
Office networks. Instaftation of additicnal County Office netwarks will be scheduled sfter the pllot set is complete and
lessons learned are incarporated into the plans for remalning deployments. All components for a given County Office
/netwark are bo be installed within a single onsite visit up to two days in length,

The deployment services will cansist of a combination of tasks and knowledge transfer, including:

FireEye Central Manager (cloud Instance)
¢ Provielon one FireEye Central Manager (CM) cloud instance to be shared acrass ali COUNTY offices
¢ Validate sccess to cloud CM instance:
»  Configure users and permission sets
*  Configure potification settings
Fire€ye, Inc.| 801 MzCanhy Blvd, Mlipitag, CA 95035 | 408,321.6300 | 87T7.FIRREYE (347.3393 { info@fireaye.com | vwvtireoye com
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fireEye EndPolnt Security [cloud instance with locsl agents)

Provision one FireEye Endpolnt Security management console doud instance to be shared across all COUNTY

offices
Configure the agreed upon Firefye EndPoint Security policy to be appiled across in-scope endpoints

‘Configure the FireEye Endpoint Security management console per FireEye rescommended best practices and

Customer’s requirements
Integrate rhe FireEye Endpoint Security management console with the Firetye Cantral Manager

Integrate the FireEys Endpolnt Security management console with the Firefye Managed Defense secvice

For each Caunty Office network, degloy the Fire€ye Endpoint Security agent on up to five endpoinis and verify
connectivity and network communicatlans with the Endpgint Security management console

For each County Office network, provide the FireEve Endpoing Security agent deployment package and
instructions for deploying Endpoint Security agents on up to 100 endpoints for devices running supported

versions of Microsoft Windows, Linux, or mac0s

Firefye fetwork Securlty {physical appliance)

For each County Office network, deploy one FireEye Network Security physical appliance. For County Office
netwarks where a customer resource is niot avaflable to rack and cable the appliance, FireEye will rack and
cable the appliance with Customer’s guldance on rack location, physical network connections, etc.
Confligure network settings for management port and IPM port {{P address, subnet mask, and gateway}
Verify network connectivity for maragement port and remate accessibility

Apply latest operating system and security content updates
Configure network monitacing pons for inline or SPAN/TAP mode per Customer requirements

Configure the FireEye Network Security appliance according to the common canfiguration

Review network tralflc statistics for capture parts to varify deployment and configuration

Integrate the Fire€ye Network Security appliance with the FireEye Central Manager

Integrate the FirgEye Network Sacurity management console with the FireEye Managed Dafense sefvice
Valitlate connectivity to Managed Defense

Test alerting capabllity and verify alert fiow

Optional - Emall Threat Praventlon (ETP)

Provision ane FireEye Email Security management console cloud instance to be shared across alt County Office

Integrate FireEye Emai Security with Customer’s 0365 email sofution
Apply the agreed upon configuration for Email Security 1o detect and prevent email-based threats

Customer will perform MX record changes to support intine operation of ETP
integrate the FireEye Emalil Security management cansole with the FireEye Central Manager

Integrate FireEye € mztISecurlty with the FArefye Managed Dafense service
Validate connectivity ta Managed Defense

FlecEye, {nc. | €31 McCarthy Bied. Mlipitas, GA 95035 | 403,321,63G0 | 87T.FIREEYE (3473193} | inlo@firoeye.com | wwie firneya comn
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Managed Defense integration
#»  Ensute all components are integrated with FiraEye's Managed Defense
»  Valldate Managed Defense access for all components
+  Verify Managed Defense reporting and aferting

Configuration and Deployment Yesting

FireEye will revlew the architecture, processes, testing, and steps required to validate the proper function and
corfigueation of the Fire€ye solution within Customer’s environment. The mutually agreed upor test plan will include
connectivity, configuration, and operational 2ad integration tast use cases. Firefye will work with Customer to test the
apprapriate configurations throughout the deployment to meet thalr business requirements.

Knowledge Transfer and Cperational Handoff

FireEye will provide up to three knowledge transfer sessions for designated poirits of contact for Customer hetwark /
Security administrators to cover the instatlation process, configurations for each product type, and on-golng administration
and responsibilities for the FireEye securlty selution, Knowledge transfer sessions will inchide Managed Cefense roles and
responsibilities and the operationz! handoff to Managed Defenss;

FireEye Security Engineer ~ First Yaar Post Implementation Support and fanagement
A FireEye Sacurity Engineer will work as an Integral part of Customer’s team onsite and remaotely to sustaln Customar's
FireEye salution. Tasks that may be performed by the FireEye Security Engineer include:
¢ Perform regular status checks on the FireEye solution ta ensure the FireEye Network Sacurity, Firetye Endpalint
Security, and FireEye Central anager companents are up to dete on patches, security content, and guest
kmages and perform updates as nesded
+  Perfore regulze haalth checks on the FireEye solution to ensure compofients are operating praperly and within
the expected perfarmance range
s Dacument health and status checks and any updates made to the Firekye products
o Provigde guidance on and assist with additional FireEye appliance deployments as needed
s Time parmitting during the FireEye Security Engineer's normal working houts, assist indiana Secretary of State
in following-up on published Managed Defense Investigations within Custemer's networks, up to ten
Investigations per day. This task would conslst of attributing the Investigation 1o a county based on affected
hostname for an endpoint alert or network sensar fame for & network slert and communicating the alert to
the county POC
e Provide weeldy written status updates

Cyber Security Analyst

FiteEye will provide an on-site resource [Consultant) to support a twelve (12) month period to the executive leadership of
Customer to help develop and implement remadiation strategles essociated with the proposed Security solution activities
and [nitiatives, Consultant will be responsitle for Interfacing with FireEya Managed Oefense resources on behalf of
‘Customer [n the event that Rapid Resporse is required in arder to ensure actions are executed in a timely snd appropriate
manner 2nd addressing or coordinating remediation actvities with the counties under the pueview of Customer, if needed.
Consuitant may provide professional services te perform proactive breach detection {(hunting) and incident triage.
Cansuitant witl wark side-by-side with the Security Operations Center (SOC} staff, or Customer Security staff, to assist with

FlesBye, inc. | 663 McCarthy Bivd. Milpitas, CA 95036 | 4093246300 | 877.AREEYE {327.3343) ) info@fireeye com | ravw_liresye.com
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detectlon, respanse and contalmment, at the discretion of SOC leadership, and can atso lead ncidemt Response efforts as
required. Consultant will also be avatlable for special prajects and wil continue efforts to mature the SOC itaff by providing

ca-the-job training during day-ta-day aperations.

Digital Threat Assessiments

FiceEye will provide 3lx (6) one-time assessments over a thirty-six (36) month periad, each assessment will be conducted
gver thirty {30) days (unless otherwise agreed In writing) (the “Assessment Pericd”), thraugh which FireEye will seardh for
Keywords ta uncover evidence of threat sctor actlvity related (o these Keywords. Prior to gach Assessment Perlud, FiréEye
will meet vith the Custamer to detarmine Keywords sad conduct 2 brief quality assurance test on the keywords. FireEye
will conduct at least one meeting during each Assessment Perfod to inform Custamer on progress and answer questions
about the assessment, Foflowing the candlusion of each Assessment Period, FireEye will provide Customer with one 03]

Deliverable report summarizing each applicable assessment findings.

2 DEUVERABLES:
The Deliverables to be produced under this SOW are as fallows:

*  Firetye implementation Planning Document

*  FireEye Solution Deslgn

Complated FireEye Deployment Checklist for 2ach County Office network Including deployment test results
*  fireEye Depioyment Repart

*  Weekly Status Updates

»  Six (6) individus! Digital Threat Assessment Reports

3 TERM AMND LEVEL OF EFFORT £FOR SERVICES:
Services will begin on a mutually agreeable date after the SOW Effective Date; and, except for the Digital Threat Assessment

Period [36 months), are expected to take one year to complete (including approximately four manths for deployment
servives and project management services as describad above and aight months for post deployment security engineer
services as described above). The Deliverahles listed in this SOW vl be provided during the SOW engagement. Unlass
otherwise agreed, Services (including Fire€ye Security Engineer and Cyber Security Analyst setvices) vill be delivered during
standard business haurs Monday ta Friday, excluding U.S. government hofidays and scheduled time off. Except for the
Digital Threat Assessment Period, ail other SOW Services must be used within one year of the 50w Effective Date; and any

unused Services expire one year after the SOW Effective Date.

4 LOCATION OF PERFORMANCE OF SERVICES;
FireEye will use 3 blend of onsite and offsite resources ta deliver the Services set forth in this SOW.

5  FEES AND EXPENSES:
In consideration of the Services to be providad, Customer agrees to pre-pay the Services Fixed Fees as quoted to the

Customer by the applicable reseller. Pre-paid Servces Fixed Fees will be involced on or about the SOW Effective Cate and
‘Customer will pay [n accordance to the terms of the Agreement (Upfront Billing). Pre-paid Services Fixed Fees are non-
cancellable and non-refundable. Quoted Services Fixed Fees include travel expenses for the deployment services specified
abave for one onsite visit up to two days in length per County Office and far trave) Lo County Offices by the FireEye Securlty

Engineer andfor the Cyber Security Analyst, if required for the perfarmanice of the post deployment services;

Freye, Inc. | §091 MeCarthy Blve, 8Apitas, CA 55025 | 408.321.6300 | 877.FIREEYE [347.3393) { Info@Neanya.com [ wavw Nraayo.com
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6  CUSTOMER RESPONSIBIITIES:
The tasks for which Costomer is responsible under this SOW are:

= Customer wiil appoint 3 priciary Project Manager snd a secondary Praject Manager for FireEye to work with
throughout the engagement to schedute deployment activities, knowledge transfer sessions, weekly updates, and
{oliow~up discussions as necessary. Customer Project Manager will act as a single paint of contact for Customer
throughout the engagement and will facilitate Customer action itémns to prevent delays in the agreed upon
daployment schedyfe.

»  Far work performed at Customar’s facifities (e.g. each County Office /network), Customer will provide access to the
necessary systems, workspace, and Intemet access for FireEye’s employees including necessary access tokens and
1D bisdges as required for this project,

o For County Office networks where Cuslomer has onsite staff to rack and cable the FireEye appliances, Customer wifl
ensure ait FireEye appliances are unboxed, racked, and cabled prior to FireEye's arrival onsite for the instaliation.

«  For County Office networks where Custamer does not have ensite staff Lo riack and cable the FlreEye appliances,
Customer viill inspect FireEye appliances for any sign of physical damage due to shipping and will alert FireEye of
sisch damage prior to FireEye's arrival onsite for the instaliation. Customer will provide detatied instructions on the
placement of the FireEye appliances in the network Iack 2nd on the cabling of the appliances. Customer will provide
power cables compatible with the available rack, a power source with two owtlets for each appliance, and the
appropriate network cables for monitoring and management ports for each FireCye appliance.

+ Customner will deploy FireEye Endpaint Security agants ta in-scope endpoints beyond the initia! five endpoints
within each County Office Office/network that are depleyed by Firefye. FireEye will provide the Endpaint Seaurity
agent installation package and instructions:

»  Throughout the course of this engagement, Customer will make available key jndividuals within its organization and
information that can best help plan and execute the Sandeas described In this SOW, induding:

o Customer staff members will be available to provide infrastructure support during the installation /
configuration

o Customearwill provide FireEye with relevant network diagrams and other relevant decumentation to
facilitate praper deployment of FireEye systems

o Customer will make available staff members for knowledge transfer during the scheduled services delivery
period

T CONTACT INFORMATION:

Customer will provide contact information to FireEye for those Custamer personnel who are designated as Customer's points of
contact for the Services.

Fieo€ye. Inc. | 601 MeCarthy Blvg, Milpitas, CA 95035 | 405.21.6300 | B77 FIREEYE (347,3333) | info@Mireaye.com | vava.liceeye.com
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Attachment B
Optional Incident Response Services

(Y ANDIANT

Statement of Work 50‘3.&
D?fo the

This Statement of Work (‘SOW") Is effective as of the date of Customer's purchase order 1459564
applicable reseller/distributor: Carahsoft Technology Corp. (“Carahsoft’), for the Services described in this SOW (“SOw
Effective Date”). FireEye, Inc., (‘FireEye”) wvill provide the Services described In this SOW to the INDIANA
SECRETARY OF STATE (*Customer®). This SOW is governed by the Carahsoft - Customer agreement and the
Carahsoft-FireEye Distributor Agreement, the latter incorparaling terms at https:/fwww fireeaye.com/companylleqgal for
the applicable FireEye Offerings specified in the above-referenced Customer - Carahsoft purchase order.

Mandiant agrees to provide services ("Services") as s&t forth balow. The Sarvices will consist of the fallowing:

Mandiant agrees to provide incident response services (“Incident Response Services") during the forty (40) month
period from the SOW Effective Date {the “Covered Period"). Each request for Inciden! Response Services that is
confirmed under this SOW, will consume a minimum of forty (40) hours. During the Covered Period Mandiant will provide

Incident Response Services as requested by Customer in the following areas:

« Computer security incident response support
= Digital forensics, log, and malware analysis support
¢ Incident remediation assistance

Upon SOW exacution, Customer will recelve a welcome letter that describes the Mandiant Incident Response Service
Declaratlon Process. 24/7 contact information and email address for requesting Incident Response Services, Customer
is provided access to Mandiant's loll-free hotline, which is available twenly-four (24) hours a day and seven (7) days a

week.

Fallowing Customer's request for Incident Response Services, Mandiant will engage with Customer to determine if
Incident Response Services are required or if Mandiant is able to effectively assist based on the situation. Mandiant will
respond to Customer's request within a maximurn of four (4) hours following the initial request If Mandiant and Customer
agree that Incident Response Services are necessary, Mandiant will assign a Mandiant Incident Response Lead (IR
Lead") within twenty-four (24) hours of the Customer's request for Incident Response Services, The time frames to
respond to Cuslomer's request for Incident Response Services and assign an IR Lead, as described above, are

collectively called the “IR Service Levels."

Upon engagement for Incident Response Services as described above, the IR Lead v/ii determine the appropriate next
sleps with Cuslomer. This may include one of the following common scenarios: 1) Customer provides Mandiant
evidence (e.g., logs, malware samples, forensic images or live response datasets) to analyze, 2) Customer leverages

Mandiant’s endpoint technology, either remote or on premise, to enable Mandiant to perform analysis of a system of
interest or a large number of systems. During this discussion, Customer and Mandiant will determine the appropriate

technology stack, if any, required ta complete the analysis.

If Mandiant and Customer determine that the requested Incident Response Services can be performed using Mandiant's
technology stack, Mandiant will provide the required components to Customer for instellation on the Customer endpoints
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to be analyzed (each, an "Endpoint’). Mandiant may also provide network equipment to Customer for installation to
facilitate Mandiant's network monitoring procedures.

Customer acknowledges that Mandiant may use other tools, Including cloud-based analytics tools and cloud-emall
manitoring tools, in the course of performing Services, and agrees that Mandiant may use all such lools in its discretion.
Customer will caoperate with Mandiant to facilitate Mandiant's use of any such tools. Any charges for such toals are set
forth in the Technology Fees section of this SOW (Section 5) or will be agreed upon between the parties jointly In writing,

Mandiant and Customner will caordinate the delivery of the Incldent Response Preparedness Service one time during
the first twelve (12) months of the SOW Covered Period. This service Is an essential part of the Incident Response
Retainer Service and should be completed as early as possble to ensure Mandiant's ability to respond effectively to
your Incldent Response needs. The objective is to completa this activity within ninety (90) days from the SOW Etfective
Date. The Incident Response Preparedness Service is designed to provide Mandiant with an understanding of
Customer's curent capabllities to suppart a Mandiant Incident Response engagement. This activity will be conducted
at a single Customer location and will include the following:

+  Mandiant will conduct up to four (4) workshops with key managers, team members, and technical leadsrs within
the organizatian to better understand Customer's environment, ability to quickly deploy Mandiant technology,
and to immediately pravide Mandiant first responders with the critical information. These workshops will review
existing Customer incident response plans, technologies deployed and log sources in place lo detect, analyze,
and respond to a breach.,

+ Mandiant will provide recommendations on necessary play books for Customer to develop and maintain, to
ensure;

o Proper procedures and points of contact are known for technology (software and hardware) deployment.
o Customer can quickly provide critical information to enable the incident response team to investigate a
breach.

I addition to the Mandiant Services described in Section 1.1 and 1.2 of this SOW, during the Covered Period, Mandiant
may provide additional consulting services on a per-request basis, as described below, The aclivities to be performed
may be more explicilly defined and approved as mutually agreed upon “Work Orders" under this SOW or, in some cases
where a Work Order is not necessary, may be described on informational quotes accepted by Customer. For purposes
of clarity, this SOW daes not obligate Customer to any additional fees unless and until both partles exacute a Work
Order as set forth below, or. if no Work Order is necessary, until the Customer has accepted FireEye's informational
quote. Customer's recelpt of Services will constitute acceptance of the quote. The following services can be requested
via a Work Order:

« Mandiant Strategic Consulting Services
o Security Program Assessment
o Security Program Transformation
o Response Readiness Assessments
o Table Top Exercises
« Mandiant Technical Services
o Compromise Assessrments
o Investigative Support, Forensics, Litigation Support, and Advisory Servicas (other than Incident
Respanse Services)
¢ Mandiant Proactive Services
o Vulnerability Assessments
o Penetration Testing
o Red Team Assessments
o Red Team Operations
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For each Wark Order under this SOW, Mandiant and Customer will agree on a defined scope and any Deliverables that
are unique ta each Work Order, and the number of hours to be drawn from the total purchased as set forth in Section

4. Each Work Order will be a separate document governed by this SOW.

Work Order ess

During the Covered Perlod, Customer may request Services under this Section 1.3 of this SOW, and if mulually agreed,
Mandiant and Customer may enter into 8 separate, mutuaily agreed-upan work order (“Work Qrder") with respect to
such Services. All such Work Orders will incorporate and be governed by the terms of the Agreement and this SOW.

Each Work Order under this SOW will contain the following sections:

Detailed description of requested work
Estimate of requested effort Including hours and duration

Work Order Deliverables
Estimated expenses and fees (including technology fees, if applicable)

e » = 3

Process for execution of a Work Order:

Customer will request a Work Order estimate from Mandiant
Mandiant will develop at no cost to Customer a Work Order containing the sections as described above.

Mandiarit wii then send the Work Order to the Customer for review and approvals,
A Work Order shall be deemed accepted only if executed by authorized signatories of each party.

All wark under specific Work Orders: will be performed in accordance with the hourly rate quoted by the applicable
reseller. Services under a Work Order will not cammence until the Work Order has been executed. Customer wilf pay
all invoices as agreed between Customer and the applicable reseller. Unless otherwlise agreed upon in the Work Order,
invoices for the fees and expenses will be issued on a2 monthly basis in arrears. Actual expenses will be Involced as set

forth in Section € and technology fees will be invoiced as set forth in Section 5.

'

Below are Dalivarables that may be produced. Additional Deliverables may be defined as part of Work Orders as
described in Section 1.3,

Any other reports (including intelligence reports), presentations, malerigls or aother written information prowded by
Mandiant as a result of the Services are Mandlant (P and will not be considered “Deliverables” as defined in the

Agreement.

The following Dellverables may be produced for incident Response Services:
SHERREE A IR T -Dunng a declared Incldent Response engagement, Mandiant
wﬂl prowde weekly status reportlng that will summarize activities completed, key engagement statislics, issues
requiring altention and plans for the next reporting period.
£ - Upon completion of any declared Incident Response engagement,

Manduant wlll provlde a delailed rnal report covering the engagement activitles, results and recommendations
for remediation in a written detailed technical document.
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S e % 3 a3 5 .+ — Ugon completion of any declared Incident Response
Service engagement and as required to inform senior executives or board level members, Mandiant will provide
an executive briet that summarizes engagement results and recommendations [n executive format,

. R - Upan completion of the Incident Response Preparedness
Service, Mandiant will provide an executive-leve! brief detaillng Mandiant's recommendations to improve
Customner's incident preparedness capabilities. The report will include an inventory of existing Customer
incident response plans, lechnologies deployed, and log sources in place to detect, analyze, and respand to a
breach.

All partles will mutually agree to the scheduling of Services under this SOW and each Wark Order, as applicable. Any
Services described in Section 1.3 must commence within the Covered Perlod, and must be requested no Iater than
forty-five (45) days prior to the end af the Covered Period to allow for scheduling so that Services may commence prior
to the end of the Covered Period.

Customer agreas to pay the fees incurred as quoted to Customer by the applicable raseller and any applicable expenses
incurred, Customer will pay the pre-paid fees quoted by the applicable reseller ("Pre-Paid Fees"), which will include fees
for the IR Service Levels, (ncident Preparedness Service and 570 Pre-Paid Hours (‘Pre-Paid Hours'). Pre-Paid Fees
are non-cancelable and non-refundable, Any hours incurred for Services that exceed the Pre-Paid Hours (*Additional
Hours") will be Tnvoiced monthly in arrears, as they are incurred, according to the Additional Hours rate quoted by the
regeller. Pre-Paid Fees do not Include Additional Haurs, travel time, technology fees, expenses, or long-term evidence
storage. All such fees and costs will be Involced monthly in arrears, as they are incurred.

When Customer has requested Services under this SOW and Mandiant has been engaged, Mandiant and Customer
will determine the appropriate technology components required. In additian to professional services fees in Section 4,
Customer agrees to pay technology fees in support of Services as quoted to Customer by the applicable reseller.

Customer shall reimburse Mandlant for the following expense categories that are directly attributable to work performed
under this SOW:

Travel and living expenses.

Mileage in company ot personal vehicles

Camputer storage media.

Postage and couriar services.

« Shipping, freight, import duties, and tariffs,

« Printing. reproductian, and binding.

+  Any other expenses resulting from the work performed under this SOW.

Upon request, Mandiant will provide electronic coples of expense receipts for all expense related items greater than
$25. Expenses will be invoiced monthly in arrears as incurred.

Mandiant Confldential Page 4 of 6
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Mandiant will provide Deliverables to Customer throughout this engagement. Draft Deliverables are considered
final upon confirmation from Customer (written or orai) or ten (10) business days after thelr submission date

from Mandiant to Customer, whichever is earlier.
When Mandiant's personnel are performing Services on site at Customer's premises, Customer will allocate

appropriate working space and physical access for all Mandiant assigned personnel. To accomplish the work
described in this SOW or a Work Order, Mandiant may use both onsite or off-site personnel, depending on the

tasks desired by Customer and agreed upon by Mandiant.

Customer will make available key individuals that can best help plan operations around security event
monitoring. analysis, threat intelligence, end incident response.

Estimated professional fees do not include any hardware, softwara, licensing, maintenance, or support costs of
any Mandiant or other third-party product or service suggested by Mandiant as we conduct the activities outlinad

within this SOW.

All parties will mutually agree upon any changes ta this SOW in writing.

Customer will provide Mandiant with points of contact information in the following table:

Techni

ical Point of Contact

Name:

Title:

Emuail:

Phone:

Streat:

City:

State:

Zip:

The below terms will apply to any Proactive Service (including penetration testing and red team engagements)
requested under this SOW or any Work Orders.

1.

As a part of any penetration testing that may be part of this SOW, Mandiant may, among other things, (a) scan
Custamer's network and systems for ports, services and other entry points that can be exploited; and (b) probe
those enlry points in an effort to gain access to Customer's network and systems in an effort lo determine the

severity of the vuinerability.

CUSTOMER UNDERSTANDS THAT, ALTHOUGH MANDIANT TAKES PRECAUTIONS TO AVOID DAMAGE
TO CUSTOMER'S NETWORK AND SYSTEMS, DISRUPTIONS, OUTAGES AND/OR DATA LOSS MAY
OCCUR AS ARESULT OF ANY PENETRATION TESTING. Customer represents and warrants that all systems
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on its natwork of atharwise accessible during the penetration test have been backed up, and that any data loss
or ather damage caused by the penetratian testing can be easlly and quickly reversed.

3. If appropriate, Customer will provide to Mandiant certaln information required for performing its tests, including
a description and location (e.g., an IP address) of the systems and networks to be tested. Customer represents
and warrants that all information provided Is true and 2acurate and that Customer owns or is authorized to
represant the owners of the systems and networks described in connection with the penetration testing.

4. If appropriate, Custamer may inform all or a selected group of its employees, contractors, and ather third parties
about any penetration testing to be undertaken by Mandiant. In the event that Customner decides not to infarm
anyane of the penetration testing, Customer understands that people may spend time and maney on behalf of
Customer in detecting, blocking, investigating or responding to activities of Mandiant. IN LIGHT OF THE
POSSIBILITY THAT SUCH ACTIONS MAY BE TAKEN AND EXPENDITURES MAY OCCUR, CUSTOMER
SHOULD CONSULT WITH CUSTOMER'S LEGAL COUNSEL AND/IOR A MEMBER OF EXECUTIVE
MANAGEMENT PRIOR TO ANY SUCH ZERO KNOWLEDGE ENGAGEMENTS, Custormer may also want to
consider contacting such third-party service providers as Customer’s telecommunications carrier to alert them
to the testing.

5. If appropriate, user data contained on systems that are tested may be accessible to Mandiant and Mandiant
may download portions of such data (e.g., as proof of access).

6. If appropriate, at any point during the testing, either party may pause o stop the test. Should the testing be
terminaled, a rationale for such termination shall be provided by the party requesting such termination and such
rationale shall be clearly gocumented.
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Attachment C

Responsibilities of the County

The tasks (or which The County is responsible under This Agreement are:

 The County will provide and authorize an appropriate primary representative and
points of contact for coordination, scheduling, lechnical information, deployment and
local management of the IT and cyber security services as detailed in Attachment A.

¢ The County will authorize appropriate employees and contractors to facilitate The
Contractors deployment and provision of [T and cyber security services detailed in

Attachment A.

The County will provide a primary representative, employees and contractors as-
needed during The Contractors installation and configuration of network security
appliances (up to 2.5 days) as detailed in Attachment A.

The County will provide feedback and status reports on an as-needed basis to The
State to confirm The Coatractors satisfactory installation and deployment of
network security appliance and provision of [T and cyber security services detailed in

Attachiment A,

In the event of an applicable IT or cybersecurity incident, The County will follow the
“IT ot cyber security incident notification protocol” provided by The Statc, which
will include prompt notification of designated parties as soon as possible. or in no
event [ater than 24 hours, of an applicable IT or cyber security incident.

In the event of an applicable IT or cyber security incident, The County may apply to
The State for Incident Responses Services which may be provided at the discretion
of The State. Utilization of Incident Response Services by The County may
obligate The County to incidental expenses as detailed in Attachment B.

[n the event of an applicable IT or cyber security incident, The County will use its
best eftorts to preserve forensic evidence and facilitate investigation and response by

The Contractors and law enforcement agencies.

The County will, throughout the term of This Agreoment be responsible for its own
efforts and incidental expenses associated with deployment and provision of 1T and
cyber security services and optional Jucident Response Services.

At the end of the term of The Contractors provision services, The County will
accommodate removal of provided security appliances and cessation of services.
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Attachment D

Responsibilitics of The Stute
Tasks for which The State are responsible under This Agrecmend are:

» The State will coordinate contracting, administration and funding The Contractor's
activities and provision of IT and cyber security services detailed in Attachment A and
optional provision Incident Response Services if needed and approved, as detailed in
Attachment B. The State is nof obligated to incur or reimburse on behalf of The
County, incidental Incident Response Services expenses detailed in Attachment B.

¢ The State will coordinate the business relationship between points of contact for The
County and The Contractors.

¢ On an as-needed basis, The State will coordinate discussion and planning, kick-o(f
meetings, network infrastructure analysis, configuration workshops, and status updates
with, and between, representatives of the The County and The Contractors.

¢ The State will provide points of contact for The County and “IT or cyber security
incldent notification protocol” for notification of security incidents and technical issues
pertaining to IT and cyber security services and optional {ncident Response Services
provided by The Contractors.
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Attachment E

FEDERAL REQUIREMENTS

Reference to “Coutractor” shall meag the County. Refercuces to “this Contract” shall mean the Data

Exchange Agreement,

1. AUDITS AND ACCESS TO RECORDS:
A. The Contractor acknowledges that some or all of the fun

Commerce (“DOC") grant. The Indiana Department of Technolo
General of the United States, or any of their duly authorized representatives shall have access to any books, documents,

papers, and records that are pertinent to this Contract for the purpose of making an audit, examination, excerpts, and
transcriptions. Unless a Ionger retention period is required by 44 CFR 13.42; these materials shall be maintained by the
Contracter and madc available at their respective offices at all reasonable times unti| Janvary 27, 2018, Copies thereof
shall b furnished at no cost. The rights of access in this provision are not limited to the required retention period bul

shall last as long as the records are retained,

ds for this Contract are from a U.S. Departent of
 the U.S. Department of Commerce, the Comptroller

B. The Contractor shall comply with the OMB Circulars A-87 (Cost Principles for State, Local and Tribal
Governments) and 15 CFR 24 (UNIFORM ADMINISTRATIVE REQUIREMENTS FOR GRANTS AND
COOPERATIVE AGREEMENTS TO STATE AND LOCAL GOVERNMENTS).

2. INTELLECTUAL PROPERTY RIGHTS
1 The rights to any work produced or purchased under a DOC Federal financial

assistance award are determined by 15 CFR § 24.34 and 15 CFR § 14.36. Such works may include data, databases or
software. The recipient owns any work produced or purchased under a8 DOC Federal financial assistance award subject to
DOC'’s right to obtain, reproduce, publish or otherwise use the work or authorize others to receive, reproduce, publish or

otherwise use the data for Government purposes,

B._Copyright, The recipient may copyright any work produced under a DOC Federa] financial assistance award
subject to DOC's royalty-free nonexclusive and irrevocable right to reproduce, publish or otherwise use the work or
authorize others to do so for Government purposes. Works jointly authored by DOC and recipient employees may be

under 17 U.S.C. § 105, works produced by

copyrighted but only the part authored by the recipient is protected because,
Govemment employess are not copyrightable in the United States. On occasion, DOC may ask the recipient 1o transfer to
DOC its copyright in a particular work when DOC is undertaking the primary dissermination of the work. Ownership of

copyright by the Government through assignment is permitted by permitted by 17 U.S.C. § 105.

3. DEBARMENT AND SUSPENSION. As required by 2 CFR 3000.332, the Coi:uactar shall:
A Comply with Subpart C of the OMB guidance in 2 CFR part 180; and
B Include a similar term or condition in any covered transaction into vhich it enters at the next lower tier.

4. LOBBYING CERTIFICATION
A The Contractor acknowledges that a Federal grant is the source of payments under this Contract and as

required by Section 1352, Title 31 of the U.S. Code, and implemented at 44 CFR Part 18, the Contractor certifics that:

(1) No Federal appropriated funds have been paid or will be paid, by or on behalf of the Contractor, ta
any person for influencing or attempting to influence an officer or employee of a federal agency, a Member of
Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with the
awarding of any federal contract, the making of any Federal grant, the making of any federal loan, the entering of
any cooperative agreement, and the extension, continuation, renewal, amendment, or modification of any Federal
contract, grant, loag, or cooperative agrecment. :

(2)  Ifany funds other than Federal appropriated funds bave been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any federal agency, 2 Member of Congress, an
officer or employee of Congress, or an employee of a Member of Congress in connection with this Federal
contract, grant, loan, or cooperative agreement, the undersigned shall complete and submit Standard Form - LLL,

"Disclosure of Lobbying Activities," in accordance with its instructions;
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(3)  The Contractor shall require that the langunge of thig certification be included in the award documents
tor-all subawards &t all tiers (including subcontracts, subgrants, contracts under grants loans, and cooperative
agreements) and that all subrecipients shall certify and disclose accordingly,

This certificalion is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is & precequisite for making or entering into this transaction
imposed by section 1352, title 31, U.S, Code. Any person who fails to file the required certification shall be subject to 2
civil penalty of not less than $10,000 and not more than $100,000 for each such failure.

6 TRAFFICKING IN PERSONS

A, Provisions applicable to a recipient ather than & private entity, The Federal Awarding Agency may
unilaterally terminate this award, without penalty, ifa subrecipient that is a private entity:

i Is determined to have violated an applicable prohibition in paragraph AL, above; or

it. . Has an employec who i$ determined by the agency official authorized to terminate the award to have
violated an applicabls prohibition in paragraph A.i, above, through conduot that is gither:

&, Associnted with performance under this swaed; or »

b Imputed to the subrecipient using the standards and due process for imputing the conduct of an individual
to an organization bat are provided in 2 CFR part 180, “OMB Guidelines to Agencies on Government-wide Debarment
and Suspension (Non-procurement),” as implemented by the Federal Awarding Apeney at 2 CFR part 3000.

B. Provisions apphcablc to any recipicnt.

i You roust inform the Federal Awarding Agency and the State immediately of any information you receive
from any source alleging a violation of 8 prehibition in paragraph A i, above.

it. The Federal Awarding Agency’s right to terminate unilaterally that is described in paragraph Auii or B,
above:

a. Implements section 106(g) of the Trafficking Victims Frotection Act of 2000 (TVPA), as amended (22
USC.7104(g)), and

b, Is in addition to all other remedies for noncompliance that ere available to the Federal Awarding Agency
under this award,
iil,  You must include the requirements of paragraph A.i,, above, in any subaward yon make to 2 private entity.

C. Definitions. For purposes of this award term:

i “"Employec™ means either:

a. An individual employed by you or a subrecipient who is engaged in the performance of the project or
program under this award; or

b. Another person engaged in the performance of the projeot or program under this award and not
compensated by you including, but not limited to, a volunteer or individual whose services are contributed by a third party
48 an in-kind contribution toward cost sharing or matching requirements,

ii. “Farced labor™ means labor obtained by any of the following methods: the recruitmisnt, harbonng.
transportation, provision, or obtaining of a person for labor or services, through the use of forcee, fraud, or coercion for the
purpose of subjection to involuntary servitude, peanage, debt bondage, or slavery.

i “Private entity"” means:
a. Any catity other than a State, local government, Indian tribe, or foreign public entity, as those terms are
defined in 2 CFR 175.25.
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